HAMATKA J[JIA K/IHEHTOB 110
SAIIIUTE HHOOPMAIIHH
000 MKK «BbIXO/] ECTh»



1. OBIIUE ITOJOKXEHUSA

1.1. Hacrosmas namstka pazpadorana B coorBercTBuu ¢ [lonoxxenuem banka Poccun ot 20 ampens 2021 r.
Ne 757-I1 «O06 ycraHoBieHHU O00s3aTEIbHBIX JIS HEKPEIUTHBIX (DMHAHCOBBIX OpraHM3aluii TpeOoBaHUU K
o0ecrneueHuIo 3aluThl HH()OPMaIUU MIPH OCYIIECTBICHUN AESITENLHOCTU B chepe (PMHAHCOBBIX PHIHKOB B LENIAX
MIPOTUBOJICHCTBUS OCYIIECTBICHUIO HE3aKOHHBIX (PMHAHCOBBIX onepanuii» aig kaueaTop OO0 MKK «BbIXO/]
ECTb».

1.2.  Hacroamue nmamsTka pasmemaerca B Mectax okazaHus ycryr OOO MKK «BbIXOJ[ ECTb», B Tom
gucine Ha opurpansHoM caiite OO0 MKK «BbIXO/l ECTby.

2. OCHOBHBIE ITIOHATUA

2.1. H®O - OO0 MKK «BbIXOJl ECTb», sBustomeecs HEKpeOUTHOW (hUHAHCOBOM oOpraHu3alMel,
OCYIIECTBIISIONICH (HUHAHCOBBIC ONEPAIIK B COOTBETCTBHUH CO CT. 76.1 denepanpHoro 3axkona ot 10 uromst 2002
r. N 86-@3 «O Llentpansaom 6anke Poccuiickoit @enepannn (banke Poccun)».

2.2. KuaumeHT — TpeThe JIMIO, B OTHOIIEHHMH KOTOPOI'O OCYIIECTBIISIOTCS MEpPhI IO 3aluTe WH(pOpMaIu,
MoJy4aeMol, MOJArOTaBIMBAaeMOM, oOpabOaTbIBaeMOM, MepenaBaeMoOd M XPaHUMOH B aBTOMATH3UPOBAHHBIX
cucreMax, ucnoabzyemsix HOO.

2.3. BpeaoHocHBbIl KO - TPOrpaMMHBINA KOJ, TPUBOIAIIMNA K HAPYLIICHHUIO IITATHOTO ()yHKIMOHWPOBAHMS
CpPE/CTB BBIYMCIUTEIHHON TEXHUKH.

2.4.  YcTpoiicTBO — CpEACTBO BBIYMCIUTEIBHOW TEXHUKH, HCIIOIb3YEMOE KIMEHTOM W OTICNCHHOE OT
aBTOoMatu3upoBaHHON cucteMel H®O, B KOTOpoil conmepxuTrcs 3amuinaemas HHGOpPMAIUs U KOTOpPOE
ucnonb3yercs KimeHTOM ¢ 1menplo  ocymiecTBiieHHs (MHAHCOBBIX omnepanuii (MOOWIBHBIA  TenedoH,
MePCOHAIBHBIA KOMITBIOTED U T.1.)

2.5, HecaHKIHOHMPOBAHHBIH [IOCTYNm — JOCTYN K WHPOPMAMM WU JSHCTBUS C WHPOpMAIneEH,
Hapymaromue 0e30MacHOCTh 3alUIIaeMoil WH(POPMALUH, C [ENbI0 OCYHIECTBICHHS (HHAHCOBBIX OIEpaluil
JMIaMH, He 00JTaJal0NIMMH [TPaBOM HX OCYILECTBICHUS.

3. HOEJIX U TIOPAJOK IPUMEHEHUSA MEP

3.1.  Hacrosmias namsTka pa3paboTaHa B CICSAYIOMUX MEIIX:

3.3.1. HNudopmupoanune KimuenroB HOO 0 BO3MOKHBIX pUCKaxX MOMydeHHUs] HecaHKITMOHNPOBaHHOTO JTOCTYIA
K 3alimaeMoil uH(opManuu ¢ HEeNbl0 OCYIIECTBICHUS (PMHAHCOBBIX ONEpalUil JIMIAMH, HE O00JIaJar0IuMH
IIPaBOM MX OCYILECTBIICHUS;

3.3.2. Nudopmupoanne Knmmenror HOO o mepax mo npenorBpanieHn0 HecaHKIIMOHUPOBAHHOTO JTOCTYIIA K
3amuiiaeMod WH(pOpManMHM, B TOM 4HCIe Tpu yrpare (morepe, xuieHuu) Kimentom VYcrpoiictBa, ¢
WCIOJIb30BaHHEM KOTOPOTO UM COBEPIIATHCH ASHCTBHS B LIENAX OCYILIECTBICHUS (PMHAHCOBOM OIEpaIuy;

3.3.3. UHudopmupoBanne KimentoB H®PO o mepax mo KOHTponw KoHpurypamuu YcTpoicTBa, C
UCTOJNb30BaHUEM KoToporo KIMeHTOM coBepmiaroTcsi JEeWCTBUS B LEISIX OCYIICCTBICHUS (PHUHAHCOBOU
olepalmy;

3.3.4. NudopmupoBanne KimmenroB HDPO o Mepax 1o CBOCBpEeMEHHOMY OOHAPYKCHHIO BO3IICHCTBUS
BpenonocHoro kona;

3.3.5. UndopmupoBanne KimmentoB HOPO o pekomeHmamusx Mo 3amuTe HHQOpMAIMU OT BO3JACHCTBUS
MPOrpaMMHBIX KOJIOB, MPHUBOASALIMX K HAPYIIECHHIO MITATHOTO (YHKIIMOHUPOBAHMS CPEICTBA BHIYUCIUTEIBHON
TEXHUKH, B LIEJSIX MPOTHBOACHCTBHS HE3aKOHHBIM (DMHAHCOBBIM OIEPAIUSIM.

3.4. MuHuMH3aIUs PHUCKOB MONy4YeHUs: HecaHKIIMOHMPOBAHHOIO JOCTYyNa K 3alluIIaeMod HHGOpManuu
JIOCTUTAETCS MyTEeM KOMILJIEKCHOTO 1oAxo/a: kak co croponsl HOO, tak u co croponsl Knnenra.

3.2. H®O npunumaer Mepsl mo 3ammre HHOOPMAIMK B COOTBETCTBHH CO CBOMMH BHYTPEHHHMHU
JOKYMEHTaMH.

3.3.  KumeHT npuHMMaeT MepHI 10 3aluTe HHPOPMAIMH B COOTBETCTBHHU C HACTOSIIEH TaMSITKOM.

4. BO3MO’KHBIE PUCKH NOJTYYEHUA HECAHKIIMOHUPOBAHHOT'O TIOCTYHA K
SAIMINAEMOU HTH®OPMALIN



41. K o0muM mnpuyrMHaM BO3HUKHOBEHHS PHCKOB TONy4YeHHUs HecaHKIMOHMPOBAHHOTO JOCTyMa K
3amuIaeMonl HPOpPMaIUi OTHOCSTCS:
4.1.1. Heorpanu4yeHHBIH AOCTYI TPETHUX JHI] K Y CTPOHCTBY;
4.1.2. HeorpanuyeHHBIH JOCTYI TPETHUX JIULl K HHPOPMALIUU O MAPOJISAX U JIOTUHAX, UCIIOIB3YEMbIX JUIs BXOAa
B MH(OpMaIIMOHHBIE PECYPCHI;
4.1.3. Hecobmonenne pexnMa KOH(OUACHIIMAILHOCTH B OTHOIIEHUHM 3alldIIaeMol HHQPOpMAaLUU B
MH(POPMAILMOHHO-TEJIEKOMMYHUKAITMOHHOU ceTn «HTepHeTY;
4.1.4. VYrtpara (noreps, xumenue) Kinuenrom Ycrpoiictsa;
4.1.5. OrcyrcTBHE HaUIEXKALIET0 IPOrPAMMHOI0 00ECTICUEHHUS;
4.1.6. OrcyrcTBHE HaUIEKAIIETO AaHTUBUPYCHOT'O IIPOrPAaMMHOI0 00eCIeUeHus;
4.1.7. Hecobmoaenne KinreHTomM pekoMeHIauii HacTOsIIeN MaMsITKU TI0 3aliuTe WH()OpMaIiu.
4.2. llepeyeHb TNPUYMH BO3HUKHOBEHHUS PHUCKOB TMONy4YeHHS HeCaHKIMOHMPOBAHHOTO JOCTyHa K
3amuiaeMo nHpopMmanuu, omnpeaeneHHbId 1. 4.1 HacTosmed NaMATKH, HE SBISETCS HCYEPIBIBAIOIINM.
[TprunHBI BO3HUKHOBEHUS! PUCKOB NMONydeHHUs HecaHKIMOHMPOBAaHHOTO JOCTYMNA K 3allyinaeMoi MHPOpMaIH
3aBUCAT OT KOHKPETHOH CUTYaIiH.
5. PEKOMEHJIALIUU ITO MPUMEHEHHUIO MEP IO ITPEJAOTBPALLEHHUIO
HECAHKIUOHHUPOBAHHOI'O JOCTYIIA
5.1. B nemsx npeporBpamieHust HecaHKIIMOHMPOBaHHOTO AOCTYIA K 3alUIaeMOil HH(pOpMauK, B TOM YHCIE
npu yrpare (morepe, xumeHuun) KinmenTtom VYcTpoilcTBa, ¢ HCHONB30BaHHMEM KOTOPOTO WM COBEPIIAIUCH
NIEVCTBHS B IIETISIX ocymiecTBiIeHus purancoBoi oneparmu, HOO pekomenmyer:
5.1.1. OrpaHuuuTH JOCTYI TPETHUX JHII K Y CTPOICTBY, B TOM YHUCIIE:
— HE OCTaBJIATHh Y CTPOMCTBO O€3 IPUCMOTPA;
— He€ nepenaBaTh Y CTPOMCTBO TPETHUM JIALIAM.
5.1.2. OrpaHu4uTh IOCTYN TPETHUX JIMIl K WH(OPMAIIUU O TAPOJSAX M JIOTHMHAX, MCIOIb3YeMbIX IS BXO/Ja B
MH(OPMAITMOHHBIE PECYPCHI, B TOM YHCIIE!
— HCIIONIB30BaTh MApOJH, COCTABIEHHBIE 3 OYKB Pa3INYHOTO PETUCTPa, (P U 3HAKOB MPEITHHAHUS;
— UCIIOJIB30BaTh Pa3HbIe MAPOJIU U JIOTUHBI IS BXOJA B pa3Hble HH(POPMAIIMOHHBIE PECYPCHI;
— XPAaHUTH JIOTUHBI M IAPOJIN B TailHE OT TPETHUX JINILL;
— HE 3aIKChIBaTh U HE XPAaHUTh JIOTMHBI M MAPOJIH VIS BX0Ja B MH(POPMALMOHHBIE PECYPCHl HA OYMa)KHOM
HOCHUTEIIE;
— HE UCHOJIb30BaTh (PYHKIMIO 3aIIOMUHAHUS JIOTHHA U MTAPOJIs IIPU BXOJIE B HH(OPMALIMOHHBIN pecypc;
— HE WHCIOJb30BAaTh B KadyeCcTBE IAapoisi HMMEHa, MaMsATHBIE [aThl, HOMepa TeledOHOB U JPYTyIO
UH(POPMAIUIO, KOTOPasi MOXKET OBITh MOMyYeHa TPETHHUMHU JIULIAMH.
5.1.3. CoOmromate pexuM KOHOUACHIMAIBPHOCTH B  OTHOIIGHWHM  3allMIiaeMod  WH(POpPMalLUU B
MH(POPMATMOHHO-TEJIEKOMMYHUKAITMOHHOU ceTn «HTepHeT», B TOM Yuce:
— OrpaHUuMBaTh JOCTYN K YCTPOHCTBY pecypcaM B MH(OPMAIMOHHO-TEIEKOMMYHHKAIIMOHHOM CHCTEME
«HTepHEeT”;
— UCIIOJIb30BaTh TOJIBKO HAZEXKHBIE paboune mopTanbl 11t HHGOpMAMOHHOr0 0OMeHa B HH(OpMAIIMOHHO-
TEJIEKOMMYHHUKAIIMOHHON ceTH «HTepHeT»;
— MPOBEPSATH aJIPeC EKTPOHHOM MOYTHI OTIPABUTENS NIEPE] IPOCMOTPOM MHUCHMA;
— BHHUMATEJIbHO aHAJIM3UPOBATh CCHUIKU;
— HE OTKpBIBaTh MHCbMAa M BIJIOKEHUS K HUM, IOJIYYEHHBIE IO 3JEKTPOHHOH MOYTE, OT HEM3BECTHBIX
OTIIPABUTENEH;
— HE MepexoAuTh MO AKTUBHBIM CCBhUIKAaM, MOJYYEHHBIM MO D3JIEKTPOHHOW TIO4YTe, OT HEM3BECTHBIX
OTIIPaBUTENEH;
— He pazpelaTh JAOCTYI MporpaMmmaM, CKauMBaeMbIM W3 MH(POPMALMOHHO-TEIEKOMMYHUKALIMOHHON CETH
«HTEepHETY», K M3NMUIIHEN HH(pOpMaIUY;
— He MOJAKII0YATHCS K MyOarnuHbIM OecripoBoaHbIM ceTsiM Wi-Fi, He3aluimeHHbIM OeCTIPOBOIHBIM CETSIM.



5.1.4. TlpemorBparuth HecaHKIIMOHMPOBAHHBIH JOCTYN K 3amuiiacMold WH(opmamuu mpu yrpare (morepe,
xuienun) Kimentom Ycrpoiicta, B TOM 4HCTE:
— He3aMeJUIMTENIbHO COOOIIUTE 0 (hakTe yTpaThl ¥YcTpoiictea HDO;
— He3aMeUIMTENIbHO COOOLIUTh CBOEMY OIEepaTopy COTOBOM CBsi3u O (pakre yTparel YcTpoiicTBa U
3abnokupoats SIM-kapry;
— 00paTUThCs B IPAaBOOXPAHUTEIbHBIC OPTaHbl.
5.2. B mensax KoHTposis KOH(Urypauu Y cTpoicTBa, ¢ UCIOIb30BaHHEM KoToporo KimeHroMm coBeparoTes
JeMCTBHSI 110 OCYyIIeCTBICHUIO (pruHancoBo# onepaunn, HOO pekomenayer:
5.2.1. VYcTaHOBUTH COOTBETCTBYIOIIEE MPOrPaMMHOE 0OecIIeueHHe, B TOM YHCIIE:
— OCTaHOBUTH CBOM BBIOOp HA JIMLIEH3MOHHOM IPOIPaMMHOM 00€CIIeUeHHH;
— CBOEBPEMEHHO YCTaHABJIMBATh JOCTYIHbIE OOHOBJIEHHUS ONEPAL[IOHHON CUCTEMBI,
— 3arpyXartb ¥ YCTaHABJIMBATh IPOrPaMMHOE 00ecIieueHHe TOIbKO U3 IIPOBEPEHHBIX HCTOYHUKOB.
5.3. B mensax ceoeBpemeHHOro oOHapyxkeHus Bo3aencTsust Bpenonocuoro koga HOO pexomenyer:
5.3.1. VYcTaHOBHUTH COOTBETCTBYIOIIEE AHTUBUPYCHOE ITPOrpaMMHOE 00ECTIeYeHHE, B TOM YUCIIE:
— YCTaHOBUTb aHTHUBHPYCHYIO 3aIIUTY;
— YCTaHOBUTH aBTOMaTHUYECKOE OOHOBJICHNE AaHTUBUPYCHBIX 0a3;
— OCYIIECTBIATH PETY/SPHBIA KOHTPOJIb aHTUBUPYCHOH 3aIIUTHI.
5.3.2. Colbironath peKOMEHIAIINU HACTOSIIEH TTaMSITKH 10 3aliTe WH(OpMAITIH.



